Ipunoowcenue Ne 1 kvm nokana
3a yyacmue 6 na3apHu KOHCYImayuu

TEXHUYECKHU N3NCKBAHUASA

KbM
OBILECTBEHA ITOPBUYKA

C mpenmer: ,HaOmionenue, aHaau3 W OLIEHKa Ha KuOep CUTYpHOCTTa Ha
KOMYHHKAIlMOHHAaTa W HHpopMmaimonHata uHppactpyktypa Ha BBC u peaknus npu
KHOep MHUUAEHTH .

1. Ycnyrara o0xBara KOMyHHKallMOHHATa U WH(GOPMAIIMOHHATa HHPPACTPYKTypa
Ha BBC, B kxouto ce cb3gaBa, oO0paOOTBa, ChXpaHsiBa U OOMEHsS HekiacuduimpaHa
uH(popMaIusi, B TOBa YUCIO M MPEXKUTE C JOCTHI J0 VHTEpHET M BKIIOYBA CICAHUTE
(GYHKIIMOHATTHOCTH:

« HabGmronenrie Ha KOMyHUKAITMOHHUTE U HHPOPMAITMOHHUTE PECYPCH B PEIKUM
24/7/365;

« ABTOMaTH3MpaH aHAIN3 HA METaJaHHH, Oa3MpaHU Ha KypHaTHA HHGOPMALIHS
U TAXHOTO KOPEJIUPAHE;

» OleHKa Ha CUTYPHOCTTAa HA KOMYHUKAIlMOHHATa U UH(POpMaI[MOHHATA
MH(paCTpyKTypa MpHU Bb3JACHCTBUE HA KUOEp aTaka BbPXY YCIYTUTE U CUCTEMUTE HA
BBC;

* AHanu3 ¥ ynpaBjieHUE Ha YSI3BUMOCTUTE, UPE3 €KEMECEYHO CKaHUPAHE Ha
KOMYHHMKAIIMOHHO UH(OpMAIMOHHATA CTPYKTYPa;

 IlpenocraBsHe Ha NEPUOJAUYHHU JIOKJIAJIA 32 OTKPUTH YSI3BUMOCTU U MEPKUTE 32
TSAXHOTO IIPEOJIOSABAHE;

« OTtkpuBaHe Ha KMOEp aTaku B peajHO BpeMe, C Bb3MOXKHOCT 3a JAeuHupaHe Ha
1[eJTa ¥ pucka OT Kubep arakara;

» M3rorBsiHe Ha NPENOPHKU U HACOKU CJIE€/] Bb3HUKHAJI KOHKPETEH WHIIUJICHT,
CBBP3aH ChC CUTYPHOCTTA;

» M3rotesiHe U MPEAOCTABAHE HA IETAMIHY IOKJIAIA U PETIOPBHKU 32
MPEOTBPATABAHETO HA 3JIOHAMEPEHHU JICUCTBUS CPelly KOMYHUKAITMOHHUTE U
MH(}OPMATMOHHUTE PECYPCH;

« M3rotBsiHe U MpEeAOCTaBIHE HA PAa3IIMPEHU aHATIU3H 3a KUOEp aTakuTe,
BKJTIOUBAIIM MH(GOPMAIIUS 32 BEKTOPA/M3TOYHMKA HA aTaKaTa, €eKCIO3UIMS KbM aTakaTa u
OILICHKA Ha BB3ACHCTBUETO;

« M3roTBsiHeTO Ha €KCIEPTHU3U B ClIydall Ha KMOEp MPeCThILICHUS U/UTU
noanoMarane Ha BBC 3a TIXHOTO M3TOTBSHE;

+ CBOEBpPEMEHHO YBEJIOMSIBAHE MPU OTKPUBAHE HA KPUTHUYHH YSI3BUMOCTH WM
KuOep 3araxu,

« IlpoBexnane Ha cneruanu3upanu o0yueHnus Ha ciayxkutenu Ha BBC na no6pu
MIPaKTUKH 32 KUOEp CUTYPHOCT.

2. JlefiHOCTH 3a M3MTBIIHCHHE:

 IIppBOHAuasneH orieq 1 OllEHKA Ha MSICTO Ha ChUIECTBYBAILIATA

unppactpykrypa Ha BBC ¢ noctsn no UntepHer.



« Pasnonarane (MHCTaNMpaHe) HA CEH30pPH 3a CHOMPAHE U M3MpallaHe Ha
MeTanaHau KM LleHTsp 3a ynpasnenue Ha curypHocTTa (L[YC).

3. Cpok Ha U3MTBIIHEHNE.

» Cpok 3a u3nbiHeHue - 1 (e1Ha) roJinHa, CYUTAHO OT JaTaTa Ha CKJIIIOYBAHE HA
JIOTOBOPA.
4. CpabppxaHue U 00EM Ha YCIyTUTE.

Yeayrara BKIOYBA CJIEHUTE
(PYHKIIMOHAJIHOCTH

JeiiHocTH

[TbpBOHAYANIEH OTJIEN M OIICHKA Ha
MSICTOTO Ha CBIIECTBYBAIaTa
uHdpactpykrypa Ha BBC ¢ noctsn 10
WNHuTepHer

[Ile ce u3BBPIIM ITBPBOHAYAJICH OTJIEM, 3aII03HABAHE U
OLIEHKa Ha chIlecTByBamiara nHdpactpykrypa Ha BBC ¢
nocten 10 MuTepHer.

Paznonarane (MHCTANIMpaHe) HA
CEH30pH 3a ChOMpaHe U U3IpalaHe Ha
MeTagaHHu KbM LIeHTBp 3a
VYupasieunue Ha Curyprocrra (I[YC)

Criel nbpBOHAYATIHUAT OTJIE U aHAJIU3 HA
chlnecTByBaIara nappacrpykrypa Ha BBC ¢ noctsm 10
WuTepHeT 11e ce MHCTanupa U UHTErprpa CeH30p/u 3a
cpOupane Ha orose B nHppacTpykrypara Ha BBC. Ilo
TO3W HAUMH 1€ ce ChbOMpa U aHAIU3HUPA JIOTOBETE U I1Ie Ce
n3npamaTt Meta 1anau Ao LlenTspa 3a Ynpasnenue Ha
Curypnocrra (I[YC)3a no-HaTarTbllicH aHAIH3.

HaOnronenue Ha
KOMYHUKAIIMOHHUTE H

MH(GOPMALIMOHHHUTE PECYPCU B PEKUM
24/7/365

[Ile ce u3BBpIIBA HAOIIOICHUE HA KOMYHUKAITMOHHUTE
¥ MTHPOPMAITMOHHUTE PeCypcH B pexuM 24/7/365, upes
KOJICKI[USI, arpeTupaHe U KopearpaHe Ha JIOTOBETE,
TE€HEPUPAHU OT PECYPCHUTE.

Tesu neiicTBus e ce ockuiecTBsaBat upe3 SIEM
(Security Incident and Event Management) cen3zop,
pasmoiiokeH B nH(ppacTpykTypaTa Ha BBC, kxp1eTo mie ce
ChXpaHsIBaT BCHYKU CHOpaHu Jior-(aiisiose.

ABTOMAaTH3UpaH aHAJIN3 Ha
MeTaJaHHU, Oa3upaHu Ha )KypHAIHA
uH(pOpMaIIUs U TSIXHOTO KOpeTupaHe

[I]e ce ochIecTBsiBa aBTOMATU3MPaAH aHAIN3 HA
MeTa/laHH1, 0a3upaHu Ha )KypHaIHa nH(OpMaLus U
TAXHOTO KOpEJIMpaHe.

[1e ce M3BBPIIN TO3W aHAIN3 Ype3 IbPBOHAYATTHA
obpabotka B camusat SIEM cenzop, Hamupair ce B
uH¢pactpykryparta Ha BBC. Ilo-HaTarpuinata 06padboTka,
BKITIOYHMTEITHO Pa3CiIeIBAHETO OT EKCIIEPTHUS SKHII e Ce
u3BbpiIBa B paboremusr 24/7 , JIIYC*.

OrneHka Ha CUTYpHOCTTa Ha
KOMYHUKAaIlMOHHATa U
nH(pOopMallMOHHAaTa UHPPACTPYKTYpa
IIpU Bb3/IeHiCTBUE Ha KUOEp aTtaka
BBPXY yciyrure u cucremure Ha BBC

Crneunanu3upaH €KMII 1€ U3BBPILIBA OLIEHKAaTa Ha
CUT'YPHOCTTa Ha KOMYHUKAIIMOHHATa U UH(OpMallMOHHATa
uH(ppacTpyKTypa Npu Bb3JAeHCTBUE Ha KMOEp aTaka BbpPXY
yenyrute U cucreMute Ha BBC, Ha 6a3aTa Ha cnenuaiHo
pa3paboTeHa METO0JI0T | 3a OLIEHKA, ChAbprKallla
koHTpoH cBbp3anu € ISO 27001, NIST u COBIT.

Te3u KOHTpoIN 1€ OBAAT OLEHEHH Ype3 MPOBEKIAHE
Ha UHTEPBIOTA U TEXHUYECKH OTJIeAHN Ha
KOMYHHUKAaIIMOHHATa U HH(OpMallMoOHHAaTa

uH(ppacTpyKTypa.

AHanu3 1 ynpasJjeHue Ha
YS3BUMOCTHTE, UPE3 €KEMECEUHO
CKaHMpPAaHE Ha KOMYHUKAI[MOHHO
nH(popMaImoHHaTa CTPyKTypa

IIle ce ochiecTBsIBa aHATU3 U YIIPABJICHHUE HA
YSI3BUMOCTHTE, UpE3 €KEMECEYHO CKaHUpaHe Ha
KOMYHUKAIIMOHHO WH(OpMAIMOHHATA CTPYKTYpA.

ExxemecedHo 111e ce M3BBpIIBA CKAaHUPAHE Ha
BpHITHUTE MHTepHET Ha IP anpecu na BBC.

ITpenocraBsiHe Ha peryaspHU
CTPYKTYpPHH JOKJIAJH 32 OTKPUTH
YSI3BUMOCTH M MEPKUTE 32 TSIXHOTO
IIPEOI0JISIBAHE

[Ile ce mpeaoCTaBAT PeryIsipHA CTPYKTYpUPAHU
JIOKJIA/IA 33 OTKPUTH YSI3BUMOCTH U MEPKUTE 32 TIXHOTO
MIPEOI0JISIBaHE.

PesynTarure oT e:xeMeceYHOTO CKaHUpaHE Ha




chyraTa BKJIKOYBA CJIC€IHUTE

Ne HeiinocTn
(YHKIMOHAIHOCTH
BpHIIHUTE WHTEpHET IP anpecu me Obe npeaocTaBeH
BBB BUJ Ha foknax Ha BBC, 3a na morat otkputure
VSI3BUMOCTH J1a ObJIaT aIpECUPaHU U YIPABIISBAHA OT
aJIMUHUCTPATOPCKUS €KUIl Ha Bb3noxurens.
Bceuuku oTKpUTH YS3BUMOCTH 11I€ ObJaT NPUIPY>KEHHU C
MPENOPHKH 32 Bb3MOKHOTO UM MPEOI0JISIBAHE.

] N3roTesHe Ha NPENOPHKU U HACOKHU [Ile ce M3roTBAT NPENnOpPbKU U HACOKH CJie]l Bb3HUKHAI
clie/l Bb3HUKHAJ KOHKPETEH WHIMICHT, | KOHKPETEH UHLHUIEHT, CBbP3aH ChC CUIYPHOCT.

CBBP3aH CHC CUTYPHOCTTA Bceku perucTprupadH HHIOUACHT 1IC 6’bl[€ aHaJIM3UpaH OT
excrieptHus ekun Ha L I[YC“ m me Obae wusmpareH
aHajgu3a, KakKTO M TPENopbKU 3a aJpPeCcUpaHeTo Ha
WHIINJICHTA.

9, W3roTBsHe u TMpenocTaBsHE Ha IIle ce n3roTBAT U NPENOCTABAT ACTAWIHU JOKIAAN U
JETAiIHU JOKJIaAM M HPEHOPBKU 3a | MPEHoOpbKH 3a MPEAOTBPATIBAHETO Ha 3IOHAMEPEHH
nNpeaoTBPaTABAHCTO Ha 3JIOHAMCPCHU HeﬁCTBHH Cpely KOMYHUKAIIMOHHHUTE U
ACHCTBUSL CPEIy KOMYHHKAMOHHHUTE | pH(OPMAIIMOHHHUTE PECYPCH
1 HHOOPMAIITMOHHUTE PECYPCH

10| N3roTsiHe U npeaocTaBsiHe Ha [Ile ce U3roTBAT U MPEAOCTABAT PA3IIMPEHU aHATU3H 32
paslIMpEHN aHAIU3M 3a KuOep arakure, | KMOep  arakure,  BKIIOYBallM  MHboOpMamus — 3a

BKJIFOYBAIIH HH(i)OpMaI_II/IH 3a BGKTOpa/I/I3TO'~IHI/IKa Ha aTakKarTa, €KCIIO3MIIUA KbM aTrakKara

BEKTOPA/M3TOYHNKA HA aTAKaTa, ¥ OLICHKA Ha BB3/ICHCTBUETO.

eKCIIO3UIMS KbM aTaKaTa M OLEHKA Ha [Ipu nerexkTupaHe Ha aTaka OT poja Ha CKaHUpaHE Ha

BB3ICHCTBHETO [OPTOBE, CKaHWUpaHe Ha yciuyru, brute-force arakum Ha
0azara Ha aHaIM3WpAHHUTE JIOTOBE e ce HIAeHTU(DHUIMpa
W3TOYHUKA Ha aTakara W 1€ C€ HU3BBPIIM OIICHKAa Ha
MOTEHIIMAIHOTO Bb3JICHCTBUE.

11] CBOEBpEMEHHO yBEIOMSIBaHE IIPU ExemeceqHo mie ce u3roTss U NpenocTaBs JOKIal,

OTKPUBAHE HAa KPUTUYHU YSI3BUMOCT OTIHCBAIIl TO-BAKHUTE OTKPUTH YSI3BHUMOCTHU U KUOEP

WM KuOep 3ariaxu 3ariaxu/aTaky B CBETOBEH Marad, a Korato umMa
OTNOBECTEHA KPUTUYHA aTaKa WM YSI3BUMOCT, I1I€ CE€
M3TOTBH JI0KJIaJ] He3abaBHO. Te3u noknaau nie Obaar
npenocraBenu Ha BBC, 3a 1a morat na 0b1aT B3eTH M0-
HATaThIIHU MEPKHU OT €KUIa, aIMUHUCTPHUPAL]

CHCTEMUTE.
12) [IpoBexxname Ha crieIHATM3UPAHU IIle ce mpoBexe cienuaM3upaHo 00yUeHUe o Kuoep
oOyuenus Ha ciyxurenan Ha BBC Ha CUT'YPHOCT Ha ciayxutenu Ha BBC.

J100pY TIPaKTUKH 32 KUOEp CUTYPHOCT Temurte, meproja, Opost Ha CITYKUTEIUTE U MIICTOTO Ha
MPOBEXKIaHE HAa O0yUYEHHUETO Iie ObAAT YTOUYHEHH MEXIY
Bo3noxurens u MU3nbanurens.

13, W3BbpiiiBaHe HA TECTOBE 3a [IpoBex1aHeTO Ha OKOHYATEIHUST TECT 3a

IIpeIoCTaBsiHE Ha yciyrara

IIPeIOCTaBsIHE Ha yciyraTa 1ie Ob/Jie U3BbPILIEH Ipe3
nocienaute 30 THU OT CPOKa 32 U3MIBIHEHUE Ha
JI0rOBOpA.

PesynTtarture oT TecTa 1ie Ob/1aT OTPAa3eHU B TOKIA].




